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Who am I?

e Software Engineer at Cloudflare
Spectrum TCP/UDP reverse proxy, Linux kernel, ...

e Contributor to Linux kernel
networking & BPF subsystems
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Goal
Run a TCP echo service on ports /7, //,and 777
.. using one TCP listening socket.

Fun?



We will need...

VM running Linux kernel 5.9+
bpftool 5.9+
libbpf headers

kernel headers
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Code and instructions at

https://github.com/jsitnicki/ebpf-summit-2020



We will need... a TCP echo server
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Check open ports on VM external IP




What is socket lookup?
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Network

A

Wikipedia - Packet flow in Neffilter and General Networking




Service dispatch with BPF socket lookup

packet mefadata BPF program lookup result
. struct bpf_sk_lookup { E (1) 016 (4)
; 132 family: — 101 ———> [ Ncatsocket |
| 010
__u32 protocol; :

__u32 remote_ip4; [2} " (3)P.cé
: /
__u32 remote_port; : local port .
g echo service
__u32 local_ip4; : qpen? cocket
: oc
u32 local_port; ;

/% . %) 7
: : 77
) - [ Ncat socket ]
.................................................................... echo_ports echo__socket

/usr/include/linux/bpf.h BPF HASH map BPF SOCKMAP
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echo_dispatch.bpf.c - BPF sk_lookup program




echo_dispatch.bpf.c - BPF sk_lookup program




Load echo_dispatch program
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Pin BPF maps used by echo_dispatch




Insert Ncat socket into echo_socket map
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(et another socket file descriptor

1. pass FD with SCM_RIGHTS cmsg - see unix(7) man page
2. inherit FD from parent process - see systemd socket activation

3. use pidfd_getfd() syscall - Linux 5.6+

pid=1289, fd=3

target PID / l target FD

pidfd_getfd(pidfd_open(1289, 0), 3, 9) —> duplicate socket FD
wow!
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sockmap_update.c - Put socket FD in BPF map




Attach echo_dispatch to network namespace

bpf(BPF_OBJ_GET, {pathname="/sys/fs/bpf/echo_dispatch_prog", ..) = 3

openat(., "/proc/self/ns/net’, .) = 4

bpf (BPF_LINK_CREATE, {link_create={prog_fd=3, target_fd=4, syscall trace
attach_type=BPF_SK_LOOKUP, ..) = 5

bpf(BPF_OBJ_PIN, {pathname="/sys/fs/bpf/echo_dispatch_link", bpf_fd=5, ..) = 0
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Enable echo on ports /7, 77,777




Re-scan open ports on VM
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Test echo service on ports /7, 77,777
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Want to use BPF socket lookup?

Repo with code and setup instructions

https://github.com/jsitnicki/ebpf-summit-2020

BPF sk_lookup program kernel documentation
https://github.com/torvalds/linux/blob/master/Documentation/bpf/prog_sk_lookup.rst

BPF sk_lookup context object declaration
https://github.com/torvalds/linux/blob/v5.9/include/uapi/linux/bpf.h#L4436

bpf_sk_assign() helper documentation on bpf-helpers(7) man page
https://man7.org/linux/man-pages/man7/bpf-helpers.7.html

Linux kernel selftests for BPF sk_lookup program
https://github.com/torvalds/linux/blob/v5.9/tools/testing/selftests/bpf/prog_tests/sk_lookup.c
https://github.com/torvalds/linux/blob/v5.9/tools/testing/selftests/bpf/progs/test_sk_lookup.c
“It's crowded in here” blog post

https://blog.cloudflare.com/its-crowded-in-here/

Proof-of-concept tool for configuring BPF socket dispatch

https://github.com/majek/inet-tool/

“Programmable socket lookup with BPF” presentation at Linux Plumbers Conference 2019
https://www.youtube.com/watch?v=qRDoUpqVvYjY

=

CLOUDFLARE’



Watch out for the blog post at
https://blog.cloudflare.com/

.. will cover setup for UDP






