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What will we be doing?
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How are we going to do it?

‘ eBPF program (C) ‘
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Demo time

EXPLORER

OPEN EDITORS

EBPF-GEOIP-DEMO [SS!

app-x
bpf
gitignore
M Makefile
tc-prog.c
docs
static
index htm
tracing
£ GeolP.dat
go.mod
go.sum
main.go
README.md

event {
__u32 ip_addr;

bpf_elf_map __section_maps xevents
-type = BPF_MAP_TYPE_PERF_EVENT_ARRAY,
.size_key _u32),
.size_value [
-pinning = PIN_GLOBAL NS,
.max_elem = NCPUS,

event),

__section("bpf-prog")

collect_ips( __sk_buff *skb) {

PUT  TERMINAL

e |

1: bash, bash
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Tracing Go function with uprobes
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Demo time

main() {
bpfHodule := bec.Newodule (€BPF_Progran, [1

uprobeFd, err := bpfModule.LoadUprobe(
f err {

log.Fatal(err)

err = bpfModule.AttachUprobe(os.Args[1],
f err
log.Fatal(err)

lostChan := make )
table := bcc.NewTable (bpfiodule. TableId(

channel := make: (8]

events"), bpfModule!

perfMap, err := bcc.InitPerfMap(table, channel, lostChan

log. Fatal(err)
TERMINAL

root@ebpfd:~/testTracing/goebpf# ||

main() {
http.HandleFunc("/", helloServer
http. ListenAndServe (*:80

helloserver(w http.Respon:
fmt. Fprintf(w, "Submit \n, r.URL.Path[1:]
word := strings.TrinSpace(r.URL.Path[1:]

postwiord (word

seWriter, r *http.Request) {

postord(word
fat.Println(word

", uprobeFd, -1)

1: bash, bash, bash

rooteebpfa:~/testTracing/appServer# [|
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Conclusions

eBPF programs can be attached to different events:

o  Kprobes
o uprobes
o  Tracepoints
o network packets...
Frameworks, Go bindings, options make it easier:
o  First approach: C, LLVM/CLANG, tc
o  Second approach: gobpf, bcc

Non-instrumentation monitoring

O https://github.com/b3a-dev/ebpf-geoip-demo

Let’s represent the
attendees in the map!

$curl 34.70.147.68:8083

Requests by country

http://34.70.147.68
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